Children use the Internet as a form of communication, for research and educational purposes and for entertainment on a daily basis, just as many adults do. In fact, some of the most computer savvy individuals and frequent Internet users are children. While the Internet can be a very interesting and helpful forum for our children, it can also be dangerous. Adults should take precautionary measures to help ensure online safety for children.

The INTEGRIS Information Security Office would like to share the following tips to help you protect your children while online and surfing the net. Please help yourself and the children in your life by taking the appropriate steps to reduce risks while on the Internet. 

Tips to Protect Children Online
1. Be Careful When Choosing Computer Location
· Choose a central location. 

· Choose an open, common location. 

· Be aware of other computers in the home or at other facilities that your children may have access to. 

2. Implement Guidelines, Rules and Controls
· Set and enforce specific guidelines and rules for computer use. 

· Post the information near the computer for easy access and review. 

· Talk to your Internet Service Provider (ISP) about software packages they may have available to allow you to implement parental controls for Internet surfing and email traffic. 

· Look at settings in your browser so that you can restrict certain web sites from being accessed. 

· Instructions for Internet Explorer (IE): 

- Open Internet Explorer.
- Click on the Tools Menu.
- Click Internet Options.
- Click the Content Tab.
- Click the Enable Button under Content Advisor.
- Choose the category you would like to block.
3. Create Separate Accounts for Children
· Most Operating Systems will allow the creation of separate accounts for individual users. 

· Creating separate accounts for your children will allow you to set different permissions and access levels for them.

4. Participate and Supervise
· Learn how to use the Internet and email so that you can participate with your children. 

· Familiarize yourself with the programs and applications that your children are using. 

· Learn online lingo. http://www.missingkids.com/adcouncil/pdf/lingo/onlinelingo.pdf 

· Stay with your children while they are on the computer. 

· Talk to your children about what they use the Internet for. Tips are available at http://www.missingkids.com/adcouncil/talk.html. 

· Supervise your children while they are surfing, chatting or emailing. 

· Limit the amount of time and times of the day that your children are allowed on the computer.

5. Know Who Children are Communicating With 
· Only allow your children to use online communication with people you both already know. Be able to put a face with each screen name or email address. 

· Invest time in getting to know your children’s online friends. 

· Know when your children are communicating with online friends and how, i.e. blogs, chat rooms, instant messaging, message boards, email, texting, etc.


6. Keep Personal Information Private
· Blogs, chat rooms, instant messaging, message boards, email and texting are all methods of electronic communication. 

· Any information that is transmitted or stored electronically is not private and can be easily accessed by almost anyone. 

· Instruct your children not to give out personal or private information, such as their name, mailing address, email address or picture online. 

· Keep in mind and teach your children that people are not always who they claim to be while online.

7. Know Who to Contact
· Know who to contact if you believe that your child is in danger. Below are a few of the contact numbers for Oklahoma. 

· For emergencies or immediate danger, please promptly contact your local authorities. 
· Other contact information: 

· The Oklahoma Department of Public Safety (405) 425-7709 

· The National Cyber and Child Pornography Tipline 1-800-843-5678 or cybertipline.com 

· FBI Oklahoma City (405) 290-7770 or oklahomacity.fbi.gov
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